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Abstract. When an incident or security threat occurs, in which a system re-
source is compromised or potentially exposed to unauthorized access, computer
forensics techniques and methodologies must ensure that it is possible to ade-
quately determine what, who, when and how the incident occurred, as well as to
ensure and preserve the evidence collected. This paper explore two methodolo-
gies of digital data collection, the first called Preventive Approach- Data Col-
lection a priori or Forensic Readiness and the second called Reactive Approach
- Post-Collection of a security event to comparatively analyze its performance
based on certain criteria and control points established over HTTP and HTTP/2
web servers.
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1 Introduction

If an IT security architecture is correctly defined, it must provide a plan and set of
policies that describe both the security services offered to users and the system com-
ponents required to deploy those services. These security policies are applied to the
information assets identified for their relevance to the organization's goals, knowing
how they are managed and what are their risks to implement strategies and mecha-
nisms that ensure confidentiality, integrity and availability of those information assets
[1].

When a security incident or threat occurs, in which a system resource is compro-
mised or potentially exposed to unauthorized access, this security architecture is vio-
lated. Generally speaking, as environmental threats, aspects ranging from administra-
tive security, communications security, environmental security to physical security
can be considered. Therefore, the security architecture must be able to deal with both
intentional and accidental threats. The implementation of a systematic incident moni-
toring and management program, based on the use of methodologies, can provide a
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structured and organized approach to minimize the impact of the security incident and
help to deliver a rapid and adequate response.

Every day hundreds of teams are exposed to potential incidents, consider as an ex-
ample the advance of Internet of Things (IoT) and its working characteristics emis-
sion of possibilities and risks of an incident and its consequent impact. [2], [3]

Computer forensics methodologies must ensure that it is possible to determine ad-
equately what, who, when and how happened in relation to that security incident, as
well as to take care of the preservation and traceability of the collected data.

The definition offered by the first Digital Forensics Research Workshop
(DFRWS), states that the digital forensic analysis or computer forensics is “The use of
scientifically proven and derived methods towards the preservation, collection, vali-
dation, identification, analysis, interpretation, documentation, and presentation of
digital evidence derived from digital sources in order to facilitate or promote the
reconstruction of facts, which may constitute legal evidence, or helping to anticipate
unauthorized actions shown to be disruptive to planned operations” [4]

The data sources are numerous, ranging from computers, cell phones, digital cam-
era cards, embedded chips, drones, memories snapshots, to game consoles, that is to
say, any device that produce digital data.

Computer forensics therefore requires a correct application of scientific methods,
technique and tools to complete the stages related to the identification, preservation
and analysis of digital evidence which, if necessary, can be considered legally ina
judicial process, so in addition needs to ensure the quality and traceability of these
data.

Given this panorama, this PID 7052 [5] seeks to advance in the comparative study
of data collection methodologies related to security incidents and, particularly, to
analyze the performance of these methodologies in web server environments.

2 Data collection methodologies

Currently, and generally speaking, data collection methodologies can be classified
into two approaches:

2.1 Preventive Approach: Data Collection a priori from a security event. Also
known as Forensic Readiness [6], [7], [8]. This approach introduces the concept of
guarding the possible evidence before an incident occurs to primarily cover two ob-
jectives: maximize the environment's ability to gather reliable digital evidence and
minimizing the forensic cost during the response to an incident. The premise is that
such data can be used not only as an input for the analysis of potential security inci-
dents and recovery for business continuity, but also as legal evidence which involves
the assurance of the evidence as the data is actively collected. On the other hand, it is
fundamental to have the ability to process data effectively and to have properly
trained staff who know how to ensure that the potential digital evidence is rightly
preserved. This approach further states that being prepared to gather and use evidence



can also have benefits acting as a deterrent against the high rates of violation of inter-
nal security policies. Some of the key activities in Forensic Readiness planning are

o define the scenarios or assets than may require digital evidences;

o identify the available sources and different types of possible evidence;

o establish a safe way of collecting evidence to meet the legal admissibility re-
quirements;

o cstablish a policy for safe storage and safe handling of evidence

e ensure monitoring to detect and prevent major incidents;

o train staff so that everyone understand their role in the digital evidence process
and the legal sensitivity evidence;

o ensure legal control to facilitate action for incident response

In summary, an organization’s ability to exploit these data and anticipate the response
to an incident is the focus of Forensic Availability.

2.2 Reactive Approach - Post-Collection of a security event. This approach at-
tempts to recover the evidence after the security incident is detected in order to per-
form a forensic analysis to determine what happened. The examination must be con-
ducted in such a way as to ensure the admissibility of evidence. Piccirilli [9] provides
in his doctoral thesis a description of the stages that can be applied in cases recollec-
tion of digital evidence involving computer-related elements, which include:

o the study and analysis of the environment, to identify the digital evidence to be
obtained;

o the analysis claims subject to expert examination, which establishes the objec-
tive that the digital evidence must meet

o the acquisition of digital evidence;

o the analysis of the evidence obtained, in accordance with the guidelines of the
request forensic examination;

o the way of presenting the digital evidence obtained from the performed investi-
gation;

o the preservation of the treated digital evidence (for eventual future stages of in-
vestigation, whose source would be the digital evidence itself).

Likewise, an exploratory analysis has been carried out on the most widely consid-
ered protocol standards and models, such as RFC 3227 [10] and ISO/IEC 27037 [11],
where a set of common points are observed for correct forensic analysis. Among them
we can summarize the importance of preserving the testing environment, how and
where evidence is stored, how it is analyzed for maximum outcome, and finally the
importance of reports that are clear and concise [12], [13].

In this paper, both methodological approaches applied to web servers will be ana-
lyzed, specifically analyzing HTTP protocol information in versions 1.1 and 2.



3 HTTP Protocol

Hypertext Transfer Protocol (HTTP) is an application level protocol with defined
characteristics for use in distributed, collaborative and hypermedia information sys-
tems. It is characterized by being a simple and widely accepted client/server protocol,
which defines the structure of the request/response messages as well as the way in
which these messages are exchanged between clients and web servers. Improvements
have been introduced in its different versions, mainly aimed at improving its perfor-
mance, reducing resource consumption and latency, and resolving some of the prob-
lems of communication through TCP [14],[15].

The latest version HTTP/2 [16], presents a binary protocol that incorporates multi-
plexing and the mandatory use of TLS keeping the same semantics and compatibility
with versions 1.0 and 1.1.1. The protocol is implemented if the client and server have
support and if either of them do not have it, in the protocol negotiation, it is agreed to
use the previous versions. Currently, most browsers and server environments have

official implementations for the new version.
The following table summarizes the main differences between the versions:

Table 1. Main differences between HTTP versions.

HTTP/1.0 HTTP/1.1 HTTP/2
(1996) (2000) (2015)
RFC 1945 RFC 2616 RFC 7540
A requirement delivered HTTP  Keep  Alive Multiple request / re-
at a time, over a connec- Mechanism: several sponse messages on the
Requi tion. requirements can use same connection. Al-
equirements . . .
multiple  connections lows you to assign
management . L
with the server to re- priorities to the re-
duce latency. quirements.
Text format. Text format. Binary format.
HTTP messages: ASCII HTTP messages: ASCII HTTP messages are
. encoding sent as plain encoding sent as plain converted into encrypt-
Header Field . )
text over the connection. text over the connec- ed binary frames Com-
tion. pression of  header
(HPACK Algorithm).
Does not allow simulta- Does not allow simulta- Allows multiple re-
neous connections using neous connections using quests and responses in
the same TCP connec- the same TCP connec- parallel using the same
Multiplexing tion. tion. (a single) TCP connec-

tion, sending each re-
quest in a different
stream.

Server side

Download of resources
at the client's request
(first HTML, then CSS,
JS, images, links)

Download of resources
at the client's request
(first HTML, then CSS,
JS, images, links)

Server Push Technolo-
gy: allows files (CSS,
JS, images) to be up-
loaded from the server
to the client without the
client asking for it.




4 Referring to testing and control points

As it has been expressed in previous paragraphs, the analysis proposed in this work is
based on the need to reach general and comparative conclusions about the perfor-
mance of the two methodological approaches considering aspects such as: the quality
of the collected data, the traceability of the data, the level of responsibility of the data,
analysis of incidents response answer times, conservation of the evidence and volume
of the collected data.

In order to develop the activities and tests, a work group has been configured in a
LAN Ethernet web which is made of an Operative Ubuntu Server version 15.10 and a
Web Apache Server version 2.4.12. This net is completed by six workstations con-
nected to both, the wired and wireless net.

For the execution of tests and the acquisition of data, free distribution computing
forensics tools have been analyzed [17], [18], such as CAINE [19], Black Arch Linux
[20] and Kali Linux [21]. Kali Linux version 64 bit 2017.1, which has more than 300
tools and applications related with the audit and the computer forensics was chosen.

The following documents have been selected as general guides for the proofs and
the frame of the work:

— RFC 3227: published by the Internet Engineering Task Force (IETF) which
set guidelines to collect and store evidences without putting them on risk.

— ISO/IEC 27037:2012 which gives guidelines for the proper handling of the
digital evidence governed by three essential principles: the relevance, the re-
liability and the sufficiency.

— OSSTMM (Open Source Security Testing Methodology Manual) [22]. It is
one of the most complete professional standards used to audit systems securi-

ty.

The project’s scheduled first activities originated some results, which are detailed
as follows. The first activity consisted on identifying the control points in the proto-
cols HTTP 1.1 and HTTP/2. In order to do this, the capture, analysis and guard of the
following have been selected.

a. Incoming and outgoing traffic of the ports 80 and 443 TCP, to get infor-
mation about the possible kinds of attacks and the origin of them.
. Condition of the established connections in the 80 and 443 ports.
c. Log files (/var/log/):
- messages.log: general system of messages record.
- auth.log: authentication record.
- secure: authentication record.
- utmp/wtmp: logins record.

d. httpd: log record of Apache: error.log and access.log. The former gives diag-
nostic information and records any that could occur in the processing re-
quirements. The latter stores all the processed requirements by the server.

e. configuration files from Apache server: with the purpose of determining no
authorized modifications in the server configuration altering its function.



The second activity focuses on the identification of comparative points among the
gathering methodologies of digital evidence, for which data are being collected. These
data will be analyzed in the following stages taking into account the particularities of
each approaching.

a.  Preventive approach

- Monitoring and recompilation of data according to the established points
detailed in the activity 1.

- Two daily copies of the collected data are stored on external storage with
integrity protection of hash (MD5).

b.  Reactive approach
- Standard monitoring and recompilation a data according to the points de-
tailed in the activity 1.

These data will allow to build a comparative matrix with quantitative and qualita-
tive data, which will try to answer about some main issues such as:

o Which methodology does offer a better answer in case of a security in-
cident?

o Which will be the infrastructure cost of any of them?

o Which approach does offer better times of operative recovery?

o Which approach does offer the most suitable environment to realize
computer forensics after an incident?

o Can the quality, traceability and inviolability of the collected data be
secured in the preventive approach?

5 Conclusions and future work

This article presents the first findings of PID 7052-UNER called Analysis of method-
ologies of digital data collection.

With regard to the collection methodologies proposed for the analysis, an explora-
tory study of related material and publications was carried out, identifying the main
characteristics, objectives and reasons why an organization can adopt a preventive or
reactive approach to security incidents. In this sense, the team intends to build a com-
parative matrix that presents the relevant aspects in terms of quality, traceability and
data availability, the incident’s response time in both cases and last but not least, the
volume and way of storing the gathered information.

The new version of the HTTP protocol called HTTP/2 has been analyzed in order
to know its implications for data traffic capture. From the point of view of interest to
this work, no major changes were detected at the application level, but progress
should be made in the future in the analysis of its relationship with TCP and security
restrictions with the use of TLS.



First results show that: a) The Forensic Readiness methodology provides an active
mechanism for anticipating incidents in contrast to security incident response meth-
odologies; b) Digital continuity, risk management and forensic preparedness support
each other; ¢) Maximizing the exploitation of potential evidence: preserved, unpollut-
ed or damaged evidence; d) The integrity of the data is ensured with a digital hash
strip.

The next stages of the PID, which are under development, include the simulation

of a Denial of Service (DoS) attack for the purpose of analyzing the various aspects
already mentioned related to the performance of the methodologies.
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